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Abstract

Biometric has emerged as one of the most fascinating technologies in last few years. In this paper, we describe the multimodal biometric technique to identify an individual from others. This paper explains the possible application and problems involved in multimodal biometrics. Multimodal biometrics techniques have shown more confidence than the singlemodal biometrics as they take more than one physiological or behavioral characteristics of the person in to account to identify and verify that person. It provides more reliability and accuracy and considerably reduces the chances of spoofing and system failure. Our study shows that though biometrics is still at its preliminary stage, it is soon to reach the level when it can be applied to the sensitive public areas like e-commerce, internet banking, internet voting, etc. This paper also describes few multi-model biometrics techniques that involve more than single biometric model to identify and verify the individual.       
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1. Introduction

Identification of the individual has been most common practice in society since it’s created. After the introduction of Internet, identity frauds have caused most casualties than any other frauds. There are two basic types of identification techniques used to identify a person (a) identification by memory and (b) identification by token [2,8]. Identification by memory refers to the identification by passwords that a person needs to remember in order to be identified. Identification by tokens refers to a token that identifies the person like driver license, photo ID cards, credit cards etc. Identity frauds are not very problematical for both the techniques as password and token can be guessed or obtained easily in many cases. Though they are being invariably used at most places, they are by no mean the most secure and satisfied techniques. Biometrics is an authentication tool that cannot be stolen, lost or guessed easily. Biometric is the identification by the body or its part. It identifies an individual by his or her physiological characteristics.

Singlemodal biometric systems depend on only one biometric feature of the person. Singlemodal biometric systems are less accurate and not universally accepted [7,9,14]. They are more susceptible to the factors that generate false results like environmental noise, change of biometric features with time and condition, illness or accidents and spoofing. Multimodal biometric system takes in to account more than single feature into account [3,4,5,6,7,9,11,12]. This helps in identifying and verifying the person with more accuracy even if one of the features gives lass matching score. Our survey shows that multimodal biometric systems provide much higher accuracy than singlemodal systems. The chance of spoofing in these systems is negligible as it’s very hard to mock several biometric traits of a person at the same time. Also these systems are universally accepted as they can work even if one biometric trait is missing. 

In this paper we describe different biometric systems with their working, benefits and limitations. We also describe the fusion of information at feature extraction level, match score level and decision level   [7,11,16]. 

2. Singlemodal Biometric System

A singlemodal biometric system is generally a system that recognizes patterns. As most pattern recognizers perform, it also works in two basic modes, enrollment mode and authentication mode [7,11]. In enrollment mode a user is enrolled in the system. It is exactly same as issuing a password or an id card to the user. In this mode user’s biometric feature is captured in the database and it is labeled by the user name. Some times instead of storing in database, a copy of the captured feature is given to the user to use it as the verifying id. Authentication mode itself works in two different modes, identification mode and verification mode. In identification mode the biometric feature is again captured and this time it is matched with all the available templates in database to identify if the person id right. Only those templates are matched which person claims to be his while in verification mode. In both cases, user’s fresh templates are matched with those already stored in the database. Incase when a copy of the template is with user itself rather than in database, user need to put the copy in to the matching to identify or verify him or herself.
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Figure 1: A basic biometric system.

A biometric system typically consists of three components, sensor, extractor and matcher or recognizer [8]. Sensor is used to capture the image of the biometric feature of the user. Some of the common sensors used are Charged Couple Devices (CCD) and Infra Red cameras for face scanning and retina scanning, scanners for fingerprint scanning and microphones for voice scanning. Extractors are algorithms use to form a template of the image captured by the sensor. Extractors should be designed in such way that they can store the image with maximum compression yet the compressed image should be good enough so that they can generate true recognizing results. These are machine-learning algorithms. Third and final phase is to match or recognizes the user. A recognizer match the new copy of the user with that stored in the database. It generated a score based on the matching. The generated score defines the acceptance or rejection of the user. Figure 1 defines the complete working of basic biometric system.           

3. Biometric Techniques

Many biometric techniques have evolved over the time. Some are examined enough to make them practical while others are still in preliminary phase of research. Biometrics techniques are classified according to classification criteria like universality, user friendliness, cost, uniqueness and permanence [2,4,8,10,11,12,19]. This section describes the major biometric technologies with their pros and cons [13].   

Fingerprints:
Fingerprints are one of the older techniques used to identify individuals. His or her folds on the fingertips that are unique for every individual identify a person.  Fingerprint identification has been very efficient choice for most biometric systems, which doesn’t require high level of security like in-house systems and shopping centers. Sensors for this come cheaply and its accuracy level is quite high. While fingerprints are considered as the leading technology in future there are many problems associated with it. It is one of the traits, which is not universal. Many people don’t have fingerprints that can be used to identify because of aging, environmental, accidents and other reasons. Also for long fingerprints are associated with the criminal activities so using these techniques may not prove to be much user friendly.

Hand Geometry: This technique deals with the measuring the geometric distances of the palm like length, width and size of fingers.  Had geometry biometric systems are accurate, relatively cheap, easy to use and user friendly. But hand geometry is not one of the permanent features in humans and tends to change with the time. Overall considering hand geometry is one of the better options in biometrics. 

Face:
Facial identification is the oldest way of identification. It’s been on for last hundreds of years. It requires a camera to take image of the face. Matching the location of different facial structures like nose, lips, eyes etc does identification. Though the factors like universality and accuracy has been contributing factors to its research, factors like uniqueness, permanence and user friendliness are still big challenge in this technique.

Retina:
Retina is the behind portion of our eyes. Veins present under the retinal surface form a pattern, which is unique in every individual. Infrared cameras are used to take the image of the retina. Infrared rays or low intensity light rays are used to scan the retina pattern. User needs to gaze closely into the camera to get the image. Retina is comparatively new technique of biometric identification. Retina scans generated highly accurate results. They are also unique, universal and not much affected by aging but user acceptability is minimum in this technique. Many users wear glasses and lenses, which can be a major hindrance in retina scanning. Also many users are not much confident of the technology and fears that their eyes could get damaged. 

Voice:
Voice reorganization is the cheapest form of biometric identification. It requires only a microphone, which is now even available at homes. Voice authentication is done by digitally printing the voice. Its main benefit is user friendliness. But its accuracy levels, uniqueness and universality are not up to the mark. Experts consider it as the most potential technique, if sufficient accuracy can be achieved

Signature:    Signature authentication is based on the fact that each individual has unique handwriting. Signature based authentication is of two types [7]. First is static in which only the shape of the handwriting is taken into consideration. While in dynamic authentication method factors like pressure, trajectory and velocity of writer is also taken into consideration. Signatures suffer from a major drawback that even for same user they tend to change a lot sometimes. This makes it less reliable though it is easy to use, and quite accurate. 

Other than the above-mentioned biometric techniques there are few other that are considered like iris, face thermogram, keystroke, DNA, odor, vein scan, nail bed identification, ear shape and gait [13]. Amongst these DNA identification is most accurate and universal biometric feature. Most forensic agencies have started using it for the identification purposes. Features like gait and keystroke identification are still in preliminary stage.           

4. Performance Measuring

Performance of a biometric system is measured broadly in terms of speed, accuracy and storage. Biometric systems are not accurate and do perform mistakenly at times. Biometric systems concentrate on two factors called false acceptance rate (FAR) and false rejection rate (FRR) [8, 10]. False acceptance rate can be defined as the number of false acceptance from total number of acceptance. False rejection rate can be defined as number of false rejection from total number of rejections. Values of these two factors for a system depends on the threshold values decided to accept or reject a user. More liberal the threshold value would be higher the FAR and less liberal the threshold value would be higher the FRR. So it is clear from the above discussion that threshold value for a biometric system has to be very precise to minimize the FAR and FRR. Tread off between these two values can be represented by a graph. This graph is known as Receiver Operating Characteristics (ROC) graph. Figure 2 shows the ROC graph between FAR and FRR for a biometric system. The point on the graph where both FAR and FRR are same, is known as Equal Error Rate (EER).  Any point that is at extreme end of the ROC is considered as the very poor and unacceptable for public use of that system. 
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Figure 2: ROC Curve between true positive rate and false positive rate.

5. Multimodal Biometric System

Singlemodal biometric systems very rarely can verify and identify a person with complete accuracy. Various surveys have shown that all common biometric features are lacked by about five percent of world population. Multimodal biometric systems work well in such cases. It can work even if any one of the physical behaviors of the user is unusable or inaccurate. 

Multimodal biometric systems are fusion of various singlemodal biometric systems. Fusion can be done at three different levels [7,9,11,15]

1.
Extraction level fusion:
 Feature image created by the extractor from the sensor image. Each feature image is unique. At the fusion at extraction level, feature image from different sources can be concatenated them to generate a fused image. This new fused image gives multi dimensionality and identify user more accurately. 

2.
Matching score level fusion:  Matching score is generated when a newly generated image of the user matched against a previous image of that user in the database. Matching level score is a unit of verification of the user. Fusion can be done at this level by concatenating the matching scores of different images.

3.
Decision level fusion:
A decision is generated after a matcher module matches fresh image in database and generates a matching score. Decision generated is binary, accept or reject. Decision level fusion can be a majority-based fusion where final decision is based on the majority of individual decisions or final decision can be biased towards more accurate decision. Jain et al. used decision level fusion technique to verify fingerprints [15].

A multimodal biometric system with fusion at three levels is shown in figure 3.

6. Classification of multimodal biometric          systems

Multimodal biometric modals can be classified according to the source and samples used [17]. A source can be defined as the single biometric feature of the user like face, voice, palm geometry etc. A sample is a scanned copy of that source. A source can have multiple samples in a biometric system. Biometric systems can single-source single-sample (SSSS), single-source multiple-sample (SSMS), multiple-source single-sample (MSSS) and multiple-source multiple-sample (MSMS). Amongst these multi-source and multi-sample systems are multimodal systems. 

6.1. Single-source multiple-sample: 

These type of systems works on multiple scan of single biometric trait. Each sample of the source is treated like an individual biometric problem. Each has its own extractor and classifier. A fingerprint method described by the cappelli et al. uses multiple samples from single source to identify the user [1].  Jain et al. also used the single source multiple-sample scheme to identify fingerprints of users. Kittler et al. used multiple face images from single source [12]. Fusion can be done in any of three stages in these systems. But results show that fusion done at decision level proves to be most efficient. Single-source multiple sample systems perform better than linear single sample systems because they take into account more than one dimension of the source. But still they are unable to solve the problems related to user acceptance and universality. If that particular biometric trait of the user is unavailable than multiple samples doesn’t comes into consideration. As we have discussed, universality is the main point of consideration while researching on a biometric system. 

6.2. Multiple-source single-sample

Multiple-source single-sample refers to a system that takes single sample of many biometric traits into account. This gives the system more needed robustness against the factors like universality, noise and spoofing. Since it depends on not single feature of the user, it gives better accuracy of identification. In these systems fusion can be done best at matching score level. To concatenate the scores from different sources, normalization has to be done. Normalization is necessary because for different sources the generating score will be different and thus to concatenate them at the matching score level a good normalization score has to be done. MSSS systems probably considered as the most optimistic systems for the future but still they have some limitations. MSSS systems need different scanners and classification techniques for different sources. This makes them very costly and difficult to manage. Also some time a bad normalization or classification techniques can be responsible for high false acceptance and rejection rates.    

[image: image3.jpg]oo
L L L
1 1
= oL
[Statcher |
[ou |
]
Matcher Matcher @ Matcher
[ou |
_
Deciion. Decsion »> Decsion
o | [ o





Figure 3:
A multimodal biometric system with n singlemodal systems showing fusion at extraction, matching score and decision levels (ELF: extraction level fusion, MLF: matching score level fusion, DLF: decision level fusion, DM: decision maker, A/R: accept/reject).

6.3. Multiple-source multiple-sample

Multiple-source multiple-sample biometric systems combine the effect of above-mentioned technologies. In this technique, more than one sample is taken from more than one source. This makes the system highly robust against almost all types of failure. MSMS systems deal with multi dimensions to identify a user. As in MSSS systems, a well-defined normalization and classification scheme has to be applied to deal with multi-dimension. MSMS systems are still a long way to be used in public domains. Most of the hardware devises used for various biometric image scanning are very costly. And also to store multiple samples of each source is a memory-consuming task. An efficient image conversion technique is necessary to store so many templates of single user. An alternate approach can be to store only those images, which can be used to identify the user accurately rather than storing all. 

7. Normalization Techniques

In a multimodal system, various schemes to scan biometric trait of the user, extraction and classification are used. But to fuse these results, results have to be converted in a normalize form. For example matching score of face can be in the range of 50 to 100 while that of voice can be in the range of 5 to 10. To have a system considering scores from all the sources it is important that scores should be normalized. Normalization may not be necessary when fusion is done at the decision level. Various normalization techniques are often used. Some of the commonly used normalization methods are described below. We have denoted the output score by s and normalized score by s’. 

1. Min-Max:
This method normalizes the score generated on the scale of 0-1.  


s' = (s-min) / (max-min)

where min denotes minimum score range and max denotes maximum score range. 

2. Z-score: 
This method normalizes the scores to a distribution with mean of 0 and standard deviation of 1. 

s' = (s-mean) / (SD)

Where mean defines the mean of scores and SD defines the standard deviation.

3. Tanh:
This method normalizes scores to the scale with range 0 to 1. This is considered as one of the robust techniques of normalization.

    s' = ½ [tanh (0.01(s-mean) / SD))+1]

Where mean and SD is mean and standard deviation respectively for scores generated. 

4. Median Adaptation: This is a normalization technique that considers the median of the scores generated instead of the mean. 

s' = (s-median) / constant (median | s-median |)

where median is the median of the scores generated.

8. Fusion Techniques

Fusion, as mentioned, is a very important part of multimodal systems. Normalized scores generated after normalization mapped on a single dimensional plane to make a decision. Decision is made according to the threshold defined. If the value generated after fusion is less that defined threshold, user is rejected else accepted. Fusion of normalized score is a lot more important and complicated than normalization. In a multimodal biometric system not every biometric feature shares equal measure of accuracy. Some are more susceptible to noise and inaccurate than others. Like voice is more susceptible to noise than retina or iris scanning. Some of the commonly used fusion techniques are described below. Si is used to denote the normalized score of ith matcher. We are assuming N classifiers. Probabilities of being true or false matches is denoted as p (true) and p (false). Fusion score is denoted by Sf.
1. Simple Sum:
This is the simplest method of score fusion. In this method individual scores of all sources are fused simply by adding them.  

Sf = ( i=1 to N 
Si

2. Minimum Score: In this method we choose the minimum of the individual scores. 

Sf  = min (S1, S2, ……, SN) 

3. Maximum Score: In this method we choose the maximum of the individual scores. 

Sf  = max (S1, S2, ……, SN)

4. Sum of Probabilities: In this method we find the fused score by summation of the probabilities of true scores. 

Sf = ( i=1 to N p (true)
5. Product of Probabilities: this method finds the fused score by production of the probabilities of the true scores. 

Sf = ( i=0 to N
 p (true)
6. User Weighting: This method is considered as very robust method. In this the administrator defined the weight of single source. This provides the flexibility to adjust the FAR and FRR according to the environment and noise changes. 

9. Conclusion

Multimodal biometric systems offer great advantages over the singlemodal systems. Problems like non-universality, spoofing, inefficiency and inaccuracy are satisfied by multimodal systems. Various techniques like fusion and normalizations make it more accurate and efficient. Even though multimodal biometric has encouraged the researchers in the field, it is still not in its application phase. Problems like noise, aging, environmental conditions make it susceptible to real world applications. Multimodal systems have great potential to be applied in the public domain areas like internet banking, internet voting, medical records and various commercial, government and forensic applications. Also the cost of some scanning devices makes it less interesting for some home and commercial applications. With improving technologies in hardware field, this problem won’t last long. The biggest problem with biometric systems is its social acceptance and privacy issues. Many people still don’t prefer to use these techniques as they consider it as insecure enough to leak their privacy. Social awareness is equally important to make biometrics a real world thing.  
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