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COMPUTER SECURITY: An Enterprise Perspective

Why is computer security so important for an enterprise?

The most important reason is the DATA that is stored in the computer systems of the organisation. The data is priceless- It is not possible to fix a certain value for the data - more over the data might be sensitive or critical information(such as salary details of top employees, tender/quotation figures).
TYPICAL ORGANISATION
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Organisation Structure

Almost every organisation that exist today has a similar structure. Today’s organisation is not limited by geographical areas. The whole outlook of the organisation has become global, the customer could be anywhere in the world and the whole world is the market for the organisation’s products or services. Computer networks are used in the organisation to achieve its goals and smooth functioning.

Let us see how such an organisation manages its security and on what areas it should focus to have maximum security.

DIFFERENT ASPECTS OF SECURITY

           PHYSICAL SECURITY    -security in the physical level

         DATA SECURITY            -application level data security.
        NETWORK SECURITY -how to secure your network against external attacks.

PHYSICAL SECURITY
 Securing the hardware in an organisation. Even though data is the most valuable asset of an organisation the significance of hardware and its security cannot be downplayed .The data actually resides on the hardware. Many security breaches which have caused huge losses to organisations  are in fact physical security breaches.

THREATS TO PHYSICAL SECURITY

DAMAGE TO COMPUTER INSTALLATION CAUSED BY

    1. NATURAL CAUSES

a) Earth Tremor and Physical Vibrations 
b) Flooding/Water-logging of Computer Centre 

            c) Atmospheric/Environmental Conditions 

            d) Fire Hazards 

            e) Hazards due to Electro-magnetic Radiation 
These threats can be prevented at the time of selection of the physical site itself or proper counter active measures can be easily available.

   2. HUMAN BEINGS (INTENTIONAL/UNINTENTIONAL)

          Any act of a person whether intentional or unintentional; it has the potential of becoming a security threat.

          A fundamental and easy way to prevent such threats is by physically limiting access to certain sensitive areas to only essential people. The server room is accessible only to personnel of at least the rank of system administrator and not to data entry or programming personnel.

          Many aspects of security fall in the intersection of Data security and Physical security. These aspects are however very critical.

Physical siting / location of the system

-how appropriate is the location(server near the enquiry desk)
Physical environment of the system

 
-server and routers in a seperate   locked room with restricted access                                                                     
-cables covered with metal conduits rather than left uncovered                                                                             
-disabled floppy drives and cd-writers/locked ports

DATA SECURITY

Misunderstood as the whole of computer security
When do i say that data is secure?

CONFIDENTIALITY 
-ensuring that data is available only to those who need to see it and are authorized to see it.
INTEGRITY   
-ensuring that data is reliable and can be trusted. This is achieved by making efforts to prevent and detect both deliberate and accidental amendments to data.
AVAILABILITY
      -ensuring that data, programs, computers, peripherals and communications links are available to those that  need them, when they need them and when they are authorised to use it. 

THREAT TO DATA SECURITY 

 Data not being available to authorised personnel at the time of need. (AVAILABILITY LOST)

 Data becoming available to unauthorized personnel(CONFIDENTIALITY & INTEGRITY LOST)

How to ensure data security?
1. ELECTRONIC ACCESS CONTROL

   Electronics access to a computer occurs only when the computer is powered on and the operating system is ready to interact    with the user.The major steps in implementing electronic access control are 

     a) IDENTIFICATION

            This procedure determines whether the user is a valid user of the system. Identification is done using the USERID provided by the user. This is compared against a set of valid USERID's. This is not much of a security aspect but rather a convenient way of streamlining computer resources when several groups of people are accessing the system.

     b) AUTHENTICATION

           This procedure is verifies your calim of who u are.This is done using passwords(single password, handshake  method-Q&A method and numerical algorithm-)

           Reciprocal Authentication is needed when computer-computer /user-computer interaction occurs over a network.

     c) AUTHORISATION

          post login access issues-operating systems security and various security software.

          Authorisation is the pre-laid policy of information flow control, permitting each authentic operator to access or in general do some specific operation with any specific program file or data file or data record or data field. Here the term operator could be a human user or a running program. One of the ways of implementing the authorisation policy is through access privileges represented by an access privilege matrix:-whenever a subject (accessor represented by i) calls for an object (data item represented by j), a 'monitoring' type of program goes into action, reads the ith row and jth column interaction entry on the authorisation matrix and acts according to that entry in allowing or denying the requested access. 

2. ENCRYPTION

Often referred to as the high-tech way of securing data, but encryption has been around for centuries. It is basically intrinsic data security.

Systematic ways of changing the form of information files and records so as to hide their meaning. What do we mean by form here? Information, when recorded on paper, is done so in the form of certain specific symbols called letters and figures. In a computer, stored and transmitted information is in the form of a sequence of bits. When such information is presented to us it is converted into a string of characters- letters and figures-which we read and understand. Now, not all strings of characters make sense or meaning. How we find the meaning contained in the form of a character string is a human mental faculty which a computer does not possess-to date; so we cannot define 'meaning' as clearly and objectively as we defined 'form'. 

Bearing this limitation in mind, what we can state clearly is: we are about to consider methods of changing the information file/record in its form in such a way that the new form fails to make meaning to the indefinable mental process of grasping the sense of the message.
NETWORK SECURITY-

Network security has become one of the most important areas in securing your organisation due to the continued expansion of the Internet and the increase in the number of businesses that are migrating their sales and information channels to the Internet. The growth in the use of networked computers in business, especially for e-mail and transactions.

THREATS

Threats to network security are almost always from a remote source or the attacks on the attack are remotely controlled attacks

War dialing, wherein someone uses computer software and a modem to search for desktop computers equipped with modems that answer, providing a potential path into a corporate network  

Denial-of-Service attacks, including all types of attacks intended to overwhelm a computer or a network in such a way that legitimate users of the computer or network cannot use it  

Protocol-based attacks, which take advantage of known (or unknown) weaknesses in network services  

Host attacks, which attack vulnerabilities in particular computer operating systems or in how the system is set up and administered  

Password guessing, intelligent guessing of passwords  

Eavesdropping of all sorts, including stealing e-mail messages, files, passwords, and other information over a network connection by listening in on the connection

IP spoofing, Computer viruses etc.
How to ensure Network Security?

Network security is a constantly changing field with the technology and threats changing rapidly. The best thing is to protect your network against known threats using existing techniques such as

1. FIREWALLS (NETWORK TO NETWORK CONNECTIONS)  

It is a single point between two or more networks where all traffic must pass (choke point); traffic can be controlled by and may be authenticated through the device, and all traffic is logged.

Fire walls are basically of three types 
1) Packet Filtering

         Based on the network addresses it filters the packets going into and out of the network.

 2) Circuit Gateways 

          They operate at the network transport layer and authorise connection based on the network addresses.

 3) Application Gateways.

          They are proxy-based firewalls and can examine application level data and take decisions based on the application level data such as commands passed to FTP,HTTP etc.

 Most often firewalls are implemented as a combination of the above three types and are known as Hybrid Firewalls. Today’s firewalls offer much more than basic filtering. Some of the services offered are strong user authentication (using cryptographic certificates to prevent replay attacks),facility for VPN, virus scanning, URL screening, key word scanners, content screening devices, flow control(limit the amount of network bandwidth any one user can take up, or limit how much of the network capacity can be used for specific services ). 
2. ANTIVIRUS SOFTWARE

3 .INTRUSION DETECTIONS SYTEMS

IS TECHNOLOGY ENOUGH TO GUARANTEE SECURITY? THE SIMPLE ANSWER IS NO.

TECHNOLOGY + (POLICIES &PROCEDURES) + IMPLEMENTATION = SECURITY

DEVELOPING A SECURITY POLICY & PROCEDURE

In order to develop the security policy of an organisation, first a security planning team is constituted. The security planning team should include people involved in different aspects of IT from different areas of the enterprise. Creating the policy will be a group effort, and responsible representatives from different departments should be involved to keep communication flowing. Knowledgeable people, savvy in business requirements, technology and security, are necessary. Few will be up to speed in all these areas, which is one reason for the group effort. IT staff members--systems and network administrators--must be involved. 

Planning Phase:-The planning phase involves development of what can be called vulnerability analysis, risk analysis or threat assessment. This phase encompasses asset identification and evaluation; postulation and analysis of threats; vulnerability assessment; appraisal of existing countermeasures, and cost/benefit analysis. The goal is to consider the things indicated as business requirements. Classify threats on a scale of 1 to 5, or to put them into categories, such as: "Fix immediately," "Uncertain--needs more study," "Watch closely, but don't take immediate action," "Don't care." In this way threats are classified, vulnerabilities are assessed and residual risks are cataloged. 

Root Security Policy

This is where the risk assessment and business requirements come together and where differences are worked out. The root security policy addresses how an organization handles information, who may access it and how. It also specifies allowed and denied behavior. And it lists controls that are in place. 

This high-level document provides the framework upon which all required information and sub policies hang. The root security policy  consist of a root security policy overview and several sub policies (such as Security architecture guide, Incident-response procedures, Acceptable use policies, System admin procedures, Other management procedures -these may differ for different organisation).

Once the policies are framed the next logical step would be framing the procedures that adhere to these policies. The procedures are worked out depending on the individual aspects of that enterprise and even in a single enterprise the procedure may be slightly different at two different points because of the inherent heterogeneity. The easy part of framing the procedures is over and now they are to be implemented. Implementing the policies again depend on the particulars of the organisation but one most important thing is the users should be made aware and trained on the new policies and procedures

Feedback:-Feedback of information start right after the Root security policy is developed and continues throughout the procedure development and implementation phases. The feedback goes to the planning phase so that better assessments could be made about the existing controls in place.
Conclusion 

The security techniques discussed so far can only maximize security. THE CONCEPT OF ABSOLUTE SECURITY IS A MYTH. Any usable system is bound to have some security flaws, the best that can be done is to maximize the security using existing techniques.
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