Wi-FI

(wireless networking)

D
WiF



Wi-Fi

e Wi-Fi is the name of a popular wireless
networking technology

that uses radio waves to provide wireless high-
speed Internet and network connections.

Wi-Fi is short for "wireless fidelity" %
Q

Wi-Fi is simply a trademarked phrase that means IEEE
802.11x.



https://www.webopedia.com/TERM/I/Internet.html
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How Wi-Fi Networks Works

* Wi-Fi networks have no physical wired connection

between sender and receiver by using radio
frequency (RF) technology

- a frequency within the electromagnetic spectrum
associated with radio wave propagation
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The Wi-Fi Alliance

* the organization that owns the Wi-Fi registered trademark term
specifically defines Wi-Fi as any "wireless local area network

(WLAN) products that are based on the Institute of Electrical and
Electronics Engineers' (IEEE) 802.11 standards."

-Initially, Wi-Fi was used in place of only the
2.4GHz 802.11b standard

-but Wi-Fi Alliance has expanded the generic use of the Wi-Fi term to
include any type of network or WLAN product based on any of

the 802.11 standards, including 802.11b, 802.11a, dual-band and
SO on
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Wi-Fi Support in Applications and
Devices

* Wi-Fi is supported by many applications
and devices including video game consoles,
home networks, PDAs,mobile phones,

major operating systems, and other types
of consumer electronics.
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* Any products that are tested and approved as
"Wi-Fi Certified"

a user with a Wi-Fi Certified product can use any brand
of access point with any other brand of client hardware

that also is also "Wi-Fi Certified".

=
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* Products that pass this certification are
required to carry an identifying seal on their
packaging that states "Wi-Fi Certified" and
indicates the radio frequency band used
(2.4GHz for 802.11b, 802.11g, or 802.11n,

 and 5GHz for 802.11a).

Wireless standard | IEEE 802.11b/g/n

frequency range 2.412GHz-2.484GHz
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802.11 IEEE wireless LAN standards

e 802.11 and 802.11x refers to a family of

specifications developed by
the |EEE for wireless LAN (WLAN) technology.

* 802.11 specifies an over-the-air interface

between a wireless client and a base station
or between two wireless clients.

The IEEE accepted the specification in 1997.

https://www.webopedia.com/TERM/8/802 11.html
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There are several specifications in the 802.11 family:

802.11 — applies to wireless LANs and provides 1 or 2
Mbps transmission in the 2.4 GHz band

802.11a — an extension to 802.11 that applies to

wireless LANs and provides up to 54-Mbps in the 5GHz
band

802.11b an extension to 802.11 that applies to wireless

LANS and provides 11 Mbps transmissionin the 2.4 GHz
band.

802.11b was a 1999 ratification to the original 802.11
standard,
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802.11g — applies to wireless LANs and is used for
transmission over short distances at up to 54-Mbps in
the 2.4 GHz bands.

802.11n — 802.11n builds upon previous 802.11

standards by adding multiple-input multiple-
output(MIMOQO). It can use both 2.4GHz and 5 GHz.

802.11a 54 Mbps
802.11b 11 Mbps
802.11g 36-54 Mbps
802.11n 2.4-5 GHz 300-450 Mbps
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e 802.11ac 802.11ac
The newest generation of Wi-Fi signaling in popular

use, 802.11ac utilizes dual-band wireless technology,

supporting simultaneous connections on both the 2.4 GHz and 5
GHz Wi-Fi bands.

802.11ac offers backward compatibility to 802.11b/g/n

and bandwidth rated up to 1300 Mbps on the 5 GHz
band plus up to 450 Mbps on 2.4 GHz.

b@ wifZ))e



https://www.lifewire.com/802-11ac-in-wireless-networking-818284
https://www.lifewire.com/802-11ac-in-wireless-networking-818284
https://www.lifewire.com/802-11ac-in-wireless-networking-818284
https://www.lifewire.com/802-11ac-in-wireless-networking-818284
https://www.lifewire.com/dual-band-wireless-networking-explained-818279
https://www.lifewire.com/dual-band-wireless-networking-explained-818279
https://www.lifewire.com/dual-band-wireless-networking-explained-818279
https://www.lifewire.com/dual-band-wireless-networking-explained-818279
https://www.lifewire.com/dual-band-wireless-networking-explained-818279

Table 1: IEEE 802.11 WLAN Standards

Ratification
Designation date Band Data rate Modulation/access
802.11 1997 2.4 GHz 1 and 2 Mbits/s | FHSS, DSSS, CCK
802.11a 1999 5 GHz 54 Mbits/s OFDM, BPSK, QPSK, QAM
802.11b 1999 2.4 GHz | 11 and 5.5 Mbits/s | DSSS, CCK
802.11¢ 2002 2.4 GHz 54 Mbits/s OFDM, BPSK, QPSK, QAM
802.11n 2007* 2.4 and 100 to
5 GHz 320 Mbits,/s OFDM, MIMO

*Expected date



Types of wireless LANs

e The [EEE 802.11 has two basic modes of operation.

1) Infrastructure mode
2) ad hoc mode


https://en.wikipedia.org/wiki/IEEE_802.11
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1) Infrastructure mode

* |ninfrastructure mode, mobile units communicate

through an access point that serves as a bridge to
other networks (such as Internet or LAN).

Wireless AP

/M/% N Most Wi-Fi networks
8 & .

are deployed in
infrastructure mode.

Wireless Station Wireless Station Wireless Station
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2) ad hoc mode

* |In ad hoc mode, mobile units transmit directly
peer-to-peer.
A peer-to-peer network allows wireless devices to
directly communicate with each other.

Wireless devices within range of each other can discover
and communicate directly without involving central
access points

) ,
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 The 802.11 family consists of a series of half-

duplex over-the-air modulation techniques
that use the same basic protocol.

\7
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WLAN channels
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* Fourteen channels are designated in the 2.4 GHz
range.

spaced 5 MHz apart from each other except for a 12
MHz space before channel 14

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2.447 2452 2457 2462 2467 2472 2.484 Center Frequency

22 MHz



¥oan211d Wi-Fi thu 2.4GHz

Frequency _ | North America _ _ | Most of world [hide] _

- [E]
Channel % (MHz2) * 6] *  Japan'-! % EIEEnM T

b

2412

2417

2422

2427

2432

2437

2442

2447

o T = == I = o

2452

-
]

2457

=3
=1

2462

-
]

2467

-
(o]

2472

=%
&

2454




Non-Overlapping Channels for 2.4 GHz WLAN
802.11h (DSSS) channel width 22 MHz

2.4 GHz 2.4835 GHz

2.5 GHz

802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

2.4 GHz 2.1835 GHz

2.5 GHz

l

802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 GHz 2.4835 GHz

2.5 GHz
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Wireless security

* Wireless security is the prevention of unauthorized access or
damage to computers using wireless networks.

The most common types of wireless security are

1) Wired Equivalent Privacy (WEP)
2) Wi-Fi Protected Access (WPA)
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1) Wired Equivalent Privacy (WEP)

 WEP is a notoriously weak security standard.

 The password it uses can often be cracked in a few
minutes with a basic laptop computer and widely
available software tools.

e WEP is an old IEEE 802.11 standard from 1999, which
was outdated in 2003 by WPA.

Wired Equivalent Privacy (WEP) is a security protocol

pecified in the I[EEE Wireless Fidelity (Wi-Fi)
standard, 802.11b.
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2) Wi-Fi Protected Access (WPA)

 WPA was a quick alternative to improve
security over WEP.

* The current standard is WPA2.

* some hardware cannot support WPA2 without
firmware upgrade or replacement.

 WPA2 uses an encryption device that encrypts
the network with a 256-bit key.
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() Desabilitar Seguranga Wireless

® WPA/WPAZ - Pessoal(Recomendado)

Tipo de Autenticacao:
Criptografia:
Fassword Wireless:

Periodo de Afualizacdo da Chave de
Grupao:

WPA/WPAZ - Empresarial
Tipo de Autenticacao:
Criptografia:
Servidor IP RADIUS:
Porta do Servidor Radius:
Senha do Servidor RADIUS:

Feriodo de Atualizacdo da Chave de
Grupao:

WPA2-PSK 7|

|AES v

sitvia (R
0

|P.utﬂméti{:c- v |

|Autﬂméticu v |
1812 (1-65535, 0 para porta padrdo 1812)
0
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* ilaqifu Device snepdu Notebook, Smartphone, Tablet dou
Tnnjazsasiuaiiun 5GHZ dunuauan gliann spec ludau wireles

Iphone 5S

ssuulnsAwring: @ Su A1533 (GSM)*: UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100,
s:uuleane 1900, 2100 MHz), GSM/EDGE (850, 900, 1800, 1900 MHz), LTE (Bands 1, 2,
3,4,5,8,13,17.19, 20, 25)

SEaE- 1

* SU A1457*: UMTS/HSPA+/DC-HSDPA (850, 900, 1900, 2100 MHz),

123.8 w GSM/EDGE (850, 900, 1800, 1900 MHz), LTE (Bands 1,2, 3, 5,7, 8, 20)

(4.87 )
a s}u A1530*: UMTS/HSPA+/DC-HSDPA (850, 900, 1900, 2100 MHz),
GSM/EDGE (850, 900, 1800, 1900 MHz), FDD-LTE (Bands 1,2, 3,5,7.8,

20), TD-LTE (Bands 38, 39, 40)

o Wi-Fi Lhasvu 802.11a/b/g/n

O

o InAluladlsae Bluetooth 4.0



|Phone 6 Jayamuinalda

GSM/EDGE (850, 900, 1800, 1900 MHz)
FDD-LTE (6hun21w 1,2, 3,4,5,7,8, 13, 17,18, 19, 20, 25, 26, 28, 29)

TD-LTE (gund udl 38, 39, 40, 41)

nnsu Wi-Fi unasgnu 802.11a/b/g/n/ac

inAluladlsate Bluetooth 4.2

NFC



Ipad Air

ow

Joyadrytyitu
[Sanena:doiio

Wi-Fi (802.11a/b/g/n); @0vdavANUA (24GHz a:
SGHz) ka: MIMO

innlulad Bluetooth 4.0

Sw A7 wsouanmidaunssu 64 0a na:lusisaisassou M7 dmsuus:urananisindaulkd

Wi-Fi (802.11a/b/g/n); d0vdovnuf (24GHz 1a:
5GHz) na: MIMO

innlulad Bluetooth 4.0

UMTS/HSPA/HSPA+/DC-HSDPA (850, 900,
170072100, 1900, 2100 MHz); GSM/EDGE (850, 900,
1800, 1900 MHz)

CDMA EV-DO Rev. A 1a: Rev. B (800, 1900 MHz)
LTE (Bands 1,2, 3,4,5,7.8, 13,1718, 19, 20, 25, 26)’

rawrmssudvdoya’



2iayalantwizuad Lenovo G40 / 50 Notebook

=T

wienlssiana

FEUUUURATS

AsIn

WUILAITUE

UIMiA

Bluetooth®

iFEa

LENOVO G40 f 50 NOTEBOOK
slsmnanagidgn Intel® Core™ 17
Windows 8.1

gaamiia AMD R5-M230

gadn DORAL vum 16GHB

o 14 13- 2.1 nn. (4.62 Uaud)
o 15.6 11 : 2.5 nn. (5.51 aus)

Bluetooth® 4_u| 802.11 b/g/n uaz 802.11 alc |

o 1xUSB 3.0
o 2x USB 2.0
o wiAAmAaniy (E@ivawusiainazlutasiviu)
o HDMI znaan

o #naumsa 2 taalu 1 G (SD/ MMC)



Technical Specifications

Hardware
RF: 2.4 and 5 GHz Frequency Bands

Standard: |EEE 802.11a/b/g/n

Radio I: 11b/g/n: 2.412~2.484 GHz

Radio II: 11a/n: 5.18-5.24 and 5.26-5.32 and 5.5-5.7 and 5.745-5.825 GHz
Data Rate: Up to 300 Mbps in both frequency bands

Memory: 64MB

Flash Memory: 8MB

Power: Consumption: Up to 16W

Antenna
Four (4) Internal 5 dBi Omni-Directional Antennas



Router

Tablet »

%

Y

G\;Qw-mwno

Dual-Band USB Adapter

Smartphone

IC-3110W
Network Camera



1ap 229 AP uwuy Dual-Band @zﬁmmmﬁﬁmmm‘mé Band Steering 1u Mode

fazdagluianadensieres Device i Device uujmmimmmmqm 5GHz 14 s

AP azisauls Device slwmlfn@mmmu 5GHz vun 3eazlfdanna Bana1 dou DeVICe 0
suldum 2.4GHz @mqmmﬂLﬂn@mmmuuumiﬂ aziwnnziunnszuy Wifi Hotspot i

ANHITIATL

09000
2000
Single Band (24 GH2)
Clients associated to
the 2.4 GHz band

29000
0000
Single Band (24 GH2)
Clients associated to
the 24 GHz band

BEFORE BAND STEERING ACTIVATED

9900 0O®
00000
Dual Band Clients
some associated to
the 24 GHz band

20000
o000 0
Dual Band Clients
now all steered to

the 5 GHz frequency band



o wswhaal WiAdiuesnindsdeiunga wiuaouBatuduuan nnslinnasds
e9ge ANEaN lhazdnasnnn ginsal Access Point unegu diunidsds
494n AuEusny 6Mbps (19«sawmaaling 1Mbps)



Higher Transmit Power Allow

* siavuninuguadasasnn (FCC) wazylsd (ETSI) @apinef
nnua ns U ua g 5.4 — 5.8 GHz avunsnd
NNAYRIGI AT 19660

v o v 1%
@Qﬁyﬁmimmmmmmiﬁmmu@ﬂmm'ﬂm

Ethernet Converter

n
WISP i

Outdoor AP

L=
-y

DHCP o

Server: 10.0.0.1 IP:10.0.0.100



Point to Point/Point to Multi-Point

' Bridge AL
Q .

Office

o famnsntiienguUninfisesfugnunanudiindowieliuaas
Lﬁﬁfaummeaﬁnmmﬂlmvﬂﬂﬂ@immu nsdtansedineuluaiu
Tseu nnsidiensiendawmeastlnszesinauwuyuany wheudiusing
TitgnsaumailnANEgauL BanaduFumtinulaglusu



WISP Mode

WAN: 10.0.0.1
WISP LAN: 192.168.2.1
A

Outdoor AP )

IP: 192.168.2.102

g .......... pé&

IP: 192.168.2.101

Q{ Internet

-------------------------

Server: 10.0.0.1 WISP Mode  pr:192.168.2.100

e A1zga31atAzadng LAN to LAN wuu Point to Point siza
Point to Multipoint
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ICT free WIFI by TRUE
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